CYBERSPACE – THE GOOD, THE BAD & THE UGLY

Oct. 27, 2011

Forum Notes

This was our largest forum to date, with roughly 90 attendees, including parents, students, BHS and MS staff, police, health professionals and community members. Written post-forum evaluations (32 turned in) were overwhelmingly positive.

Mary Minott 

Welcome, set-up for the day’s events

Peer Leaders

Posting and communication online fosters emotional detachment, -- you can’t see someone’s face

Joking around, like updating someone else’s status, etc. can often be misconstrued but is in fact,  identity theft. Even if a friend is OK with this kind of “joke,” it can be classed as a crime if the parent objects 

Over 80% of colleges now use social media to review prospective students. According to one survey, this benefited 25% of students who had used social media positively, such as lobbying for something. 38% were penalized for racy pictures/language. Students need to realize what they post now can have consequences 5 years down line.

Dean Diane Lande

Applauded perhaps “largest turnout we’ve had.”  Encourage by the  commitment to create an  environment of respect and safety, so students can feel free to explore new identities. Internet latest frontier in world of opportunity for kids to reach, explore, learn, but also risky.  Appreciate this forum, which shows that every day there is something new to learn. You may be in safety of own home, but can do something that has repercussions. Forum can  help us understand and be safe. School doesn’t go out of its way to find out what’s going on with kids and the internet, but if issues come to us because someone feels unsafe, it affects school and we deal with it. Cited first internet bullying incident we dealt with 8 years ago. Since then, controversy over school mascot as arrowhead had piles of internet conversations come to us, with a lot of student posts made public. Once took student’s phone and saw texting answers to a test. Once had pictures of students engaging in sex. Students steal passwords and write notes to teachers and other students, which is identity theft. Threats made against school last year, which we had to take very seriously. It’s a new frontier we are all learning about.

Brookline Police Officer Cheryl Malloy

Bullying per se is not a crime, but we get calls almost everyday. Crimes under the blanket of bullying can be identity theft, such as fraudulently setting up a new facebook page in someone else’s name, which  is a felony and result in being expelled from school. The Commonwealth brings charges whether the victim objects or not. Other issues are threats to commit a crime, criminal harrasment and stalking.

The police mostly get involved when a student/parent feels unsafe. 

When the kids threatened genocide at BHS last year, police had no option, couldn’t ignore. They were more than likely joking, but this destroyed their their HS careers.

One girl was getting text mesages from another student and felt afraid. The other student was charged and is now going to court. It is NOT anonymous. We can find IP addresses, can retrieve phone messages, get search warrants -- students have to be careful about what they’re sending out. Once it is sent, it’s out there forever. 

Parents need to remember – a smart phone is a computer that can make phone calls. Urges parents to be careful when think kids off line -- if they have a phone in the bedroom, they have access.

Kelley Misata (Brookline parent and cyberstalking expert)  -- Responsible Cybercitizenship

Kelley shared a true story of cyber stalking and the permanent and viral impact it has.  She also highlighted her recently work creating the Digital Citizenship 101 curriculum with Peer Leaders and the Advisory Group at BHS.  Focusing on teaching teens about how to protect their online reputations.

Kelley's key messages for the entire audience:

1. You can’t focus on the bad guys or live in fear, but can take responsibility for own digital citizenship.

2. Be the same person online as  you are in real life.

3. Google yourselves and be aware of what your online presence is.

4. The more good you, the more a google search will result in a positive profile.

5. If you know of someone being bullied, encourage them to speak out -- victims of cyberstalking and harassment tend to wait to tell people 3-18 months. 

6. If you are bullied or harassed - don’t attack back, don’t delete and reach out for help.

7.Regularly check your privacy settings. 

8. Do more good. We have control over what we do online. Digital citizenship

is not an app – it’s something we have to do every day.

Lauren Vargas  (Parent and  social media expert) – The Digital Tattoo
Her job is helping company’s monitor social media, helping them figure out who we are online – our chats, emails, tweets, buying history, facebook status, etc.

Even though our online persona is one facet of our character, everything we do online is permanently  archived, a digital tattoo. Post today and its still there ten years from now. While social networks make it easier to collaborate and share experiences, it also makes it more open. We have the ability to document our entire life. But do we want that? She hopes he daughter doesn’t find out all that she did at age 16. We  must be diligent of what we are posting online and respectful of our future selves.

3 main points:

1. Be authentic – live out your values character in online discussion, understand your emotional triggers about where when and why you post and why your friends and family do the same. You are creating circles of influences – be  aware how they perceive your interaction in the space and how it might be misconstrued, even the most benign details from a facebook photo can be damaging. (Ex. One student professed wanting to go only to a particular dream college, but the college saw her wearing another institution’s sweatshirt and rejected her.)

2. Transparency – understand the “breadcrumb trail” you leave online. Even if posting different info in different spaces, people can connect those profiles. Be mindful of how postings might effect you in the future, sharing stories with others might help others in the community, but could someone discriminate against you down the road? How much are you inadvertently revealing – about your children,  when and where you work? Ask yourself, “At what cost to my ego and privacy am I sharing information?”

3. Be accessible – it’s easy to say anything from a keyboard, but it’s important to listen and pause before you react.  Know how your online persona is being perceived in the online communities and where the breadcrumb trail leads. What you think is private in an instant message back and forth, anybody can take a screen shot of info and post it online (frictionless sharing). Everything is public and you have to go into the online space with that frame of mind.

Educate yourselves, your children and your friends.

RESPECT YOUR FUTURE SELF.

Karen Campbell (Parent and co-coordinator of B-PEN) –The Myth of Multitasking
Teens are masters a juggling homework and entertainment -- music, following posts on facebook, taking phone calls, sending and receiving text messages. But this “multitasking” is not focusing on several things at once,  but switching quickly between activities, resulting in “constant partial attention.” It’s exacerbated by an overload of digital stimulation, which starts to rewire the brain, especially the developing brains of teens. The prefrontal cortex (social behavior, reasoning, planning, impulse control) isn’t fully developed until the 20’s, largely contingent on what activities teens do.

GOOD NEWS - Multitasking sets up young brains for faster response time, improved peripheral vision and a greater ability to sift through information quickly. 

BAD NEWS -- By constantly switching tasks, teens get habituated to distraction, less able to sustain focus for deeper, more complicated thinking. Performance on individual tasks suffers.

Great series of articles in NY Times called “Your Brain on Computers”  by Matt Richtel, who says  “constant electronic noise” limits cognitive potential. Even expectation of an email or text takes up working memory in the brain, leaving less space for integration and storage of ideas. Media overload also sets up expectation of immediate gratification and need for constant stimulation.The  release of dopamine, the pleasure neurotransmitter, leads to wanting more, and can ultimately foster addictive behavior.  Young people as early as middle school report feeling pressured to stay connected 24/7 and respond immediately. False sense of urgency can lead to anxiety and fatigue

Downtime is critical for uncluttered thinking needed for synthesizing information, creating memory and coming up with new ideas and developing a sense of self. parental modeling and guidance can  help teens figure out ways to regularly disconnect and find balance. As one of the BHS Peer Leaders said, “Sometimes, the best thing I can do for myself is disconnect for awhile, turn off the phone and computer and take a deep breath.”

****

TABLE DISCUSSIONS

Participants were assigned to brainstorming discussions at one of eight tables, each of which targeted one particular segment of the population: students, parents, schools and the legal system.

1) STUDENTS

What do students need to know? 

Info on how digital overload affects their learning and brain development

Can stifle creativity

Can hamper communication skills face to face

The longevity of what they post – the digital tattoo, deletion is never complete

Legal issues, such as identity theft

What are recommendations for healthy use of technology? 

Time limits, periodic disconnects/downtime

Good study habits – do non-computer homework first, limit distractions (no facebook, texting, etc.)

Turn off cellphone at night

Hallmarks of cybercitizenship – be yourself online

Online safety strategies

Don’t act on impulse

Be careful of “jokes” that can be misinterpreted

Always consider “respect for your future self”

What can students do to promote healthy use of technology? 

Class presentations

Peer Leaders teach sophomore seminars

Peer Leaders be cyber mentors for middle schoolers

Media blitz, slogans, PSA’s, etc.)

Connect with Teen Center to encourage cyber awareness

Create cybercitizen “pledge” like Adam’s Promise

2) PARENTS

What do parents need to know?

How cyberspace works -- intricacies of social media, changes in privacy settings, etc., how facebook works and is used

Either “friend” child or convey sense of accountability online

How your child uses the internet -- its distractions (for example, while studying) and its desensitizing (stifling of face to face communication skills)

Info on how digital overload affects their learning and brain development, as well as social skills face to face

The longevity of what they post – the digital tattoo

Personal and legal issues, such as identity theft

Ways to monitor online behavior, but over monitoring can backfire – prohibition can breed temptation, and kids need some freedom to experiment

What can parents do to promote healthy use of technology? What strategies can they use to guide their children? 

Engage in constructive conversations and start early imparting family values and etiquette – basic family rules, restrictions, contracts, discussions, etc.

Keep the computer in a public place

Find effective ways to limit use (especially self-limits) and promote healthy habits

Phones off for all at night – charge overnight in common space

Talk about online persona – should be the same as in real life

Be a good role model

Encourage “respect for your future self” 

Encourage balance

Encourage periodic disconnect – teach about downtime 

Make sure you foster personal, face to face interaction

Create a healthy network of parents for communication and support

What are the best ways to make parents aware of all the info and resources out there? 

Newsletters, tip sheets – something like tip sheet for fridge at beginning of the year

Forums/presentations/workshops

Facebook groups

Parent Networks – open conversations, share strategies

Peer Leaders present to groups (networks, meetings, etc.)

PTO

Online webinars?

3) LEGAL SYSTEM

What do people need to know about what is legal vs. illegal internet practice?

They need to know where the lines are into illegal activity – that is murky

Even joking can cross the line into felony conduct (threats, creating a fake facebook page in someone else’s name is identity theft)

Naked pictures of underage kids is child pornography – even if the kid him/herself posts it

What can law enforcement do to address issues of cyber abuse and internet safety?

Educate the public – focus on values (maybe presentation by DA’s office?)

Clarify legal issues

Encourage parental engagement by holding parents responsible for kids’ actions

Reinforce messages about responsible use and respecting future self

4) SCHOOLS

How does cyberactivity negatively impact school life?

Social media is a time sink and distraction

Negative social activity online carries over to school

Kids tempted to use phones during school

What strategies can schools use to promote healthy use of technology? 

Informational assemblies

Begin with good habits in elementary school

Create and publicize school guidelines/code of ethics, etc.

School cybercitizenship campaigns

Letters from principals

Teach time management

Peer Leaders work with teachers and administrators for the “real skinny” on what kids are doing

All-school /all- community read on cyberspace, maybe “This Beautiful Life.”

All-school one-night shutdown or “unplug days” (or hours)@ school/family/community levels

Social night with computer games, kids teaching adults not their parents about social media, etc.

Library should enforce computer use policy to avoid monopolization

Information literacy class in curriculum – part of health and fitness? (Driscoll has such a program)

Reach out to Adult Ed

Posters with rules/facts

