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	“CONNECTED” KIDS:

SPECIAL ISSUE ON CYBERSPACE ACTIVITY 

IN MIDDLE SCHOOL 



	DID YOU KNOW…
	IN THIS ISSUE…

	* Studies estimate that teens average between 2.9 and 4.4 hours per day online.

* 61% of 13-17-year-olds have a personal profile on a site such as Facebook or MySpace

* 64% of kids say that they do things online they don’t want their parents to know about.

* 20% of kids electronically send or post online nude or semi-nude photos or videos of themselves.

(The Tru Study, Teen Research Unlimited, 2008, National Campaign to Prevent Teen and Unplanned Pregnancy, 2009, PEW Internet and American Life Project, CBSNews.com, National Center for Missing and Exploited Children)
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	SOME CYBERSPACE BASICS

	As early as middle school, many pre-teens will tell you that their lifelines to each other and to the world at large are their computers and their cell phones (which, with texting, emailing and photo-sharing capabilities, function like mini-computers). Never in history have kids been more “connected.” 

There are numerous benefits to this rampant electronic connectivity, including unprecedented access to information for research and the relatively inexpensive ability to stay in touch with friends and family around the world (or next door). But the perils of cyberspace are always lurking, ranging from internet predators and cyber bullying to a nearly addictive dependence on being electronically available and responsive. Technology allows children to instantly communicate with large groups of peers, often facilitating risky behavior. For example, one group of 8th graders across school districts told their parents they were going to a function at BHS, but instead made plans using various messaging technology to meet and hang out at a local park. And the same search engines like Google that offer lightning fast access to information on historical facts for a term paper also make it alarmingly easy to view porn or order prescription drugs without a prescription or learn “How to Grow Marijuana”  (a search which yields 773,000 results in .13 seconds). 

With new gadgets and inventive applications luring kids in every day, it’s hard for parents to keep up with a child’s technological habits. But here are some of the basics --

TEXTING – This is one of kids’ most common and basic technological tricks, using a cell phone’s keypad to send a written message to another’s phone. It can be a useful tool, but kids can spend far more time texting back and forth than is healthy, avoiding a more productive phone call or face to face. A cell phone plan with limited text minutes can be a useful limiting tactic.

SEXTING – The trend of sending sexually charged messages or photos (often of themselves or friends) via cell phone. Children often don’t consider the long-term consequences, such as legal issues (charges of child pornography) and possible leakage of photos into cyberspace, potentially ruining a subject’s reputation and causing grave emotional issues.

FACEBOOK and MYSPACE – The two most popular social networking sights allow kids to design their own personalized page on the Internet, much like an interactive scrapbook, that can include favorite music clips, photos, quotes and any other information about themselves – and anyone else – that they wish to include. Users can also set up blogs (online public journals), a friend network and message  centers. Savvy kids can share a great deal of information online in just a few minutes, sometimes without appreciating the risks they may be taking when they do. (See FTC Guidelines below for information on what and how much is safe to share online.) These sites are not recommended for children under the age of 13.

INSTANT MESSAGING (AIM) – A form of real-time internet communication that allows a number of people to chat online simultaneously.

TWITTER – This phone-based application is a kind of micro-blogging (often by celebrities) that lets users send text messages of up to 160 characters to a network of “subscribers” updating what the sender is doing at any given time. 

VIDEO CHATTING/SKYPE – many computers have cameras built in (Skype software facilitates this for PC’s) allowing students to see each other as they chat, which opens the door to a variety of sharing, both appropriate and inappropriate.

ONLINE VIDEO GAMING – some video game technology allows users to become part of a network of gamers and play video games and exchange information with people all around the world. While it’s an exciting ability, it can become an avenue for predators “grooming” a child over a period of time. Parents should caution their children not to give out personal information.

YOUTUBE – This video sharing website allows users to upload, view and share video clips with people around the world. It can be highly informative and entertaining, but the door is wide open for inappropriate posts (sometimes without the subject’s knowledge) and misuse. 

	TEENS TALK ABOUT THE INTERNET



	A Q&A with students in Brookline High School’s  Peer Leadership Program 

What do students really do online?

Facebook, of course! They go online for social networking, instant messaging, and emailing between friends. Others admit to shopping online. But, the priority for most students who have Facebook, is to go on Facebook first. (Students did not mention going online for research, information, or news.) 

What’s the appeal? Why is all this so seductive?

The majority of people have Facebook, you can see what’s happening in social circles, as well as keep an eye on other people -- you can  “check up” on people without being noticed. The best part about Facebook is that it allows you to keep a certain distance from your “friends” or other members. It gives you the ability to communicate with people you don’t normally talk to, making it less awkward than talking to them in person. 

What’s the positive value of online activity?

The positive value of social networking is connecting with people you don’t see often, which includes friends from summer jobs and old neighborhoods. With email and messaging, it’s easy to respond quickly. Online activity can also be a stress reliever or a way to escape. 

What are the dangers?

Facebook and online social networking are addicting! Students have to place restrictions on themselves because they know it can be so consuming. Others even disable their accounts because it gets in the way of things. There are social dangers as well; online gossip can explode fast. Depending on what you post about yourself, and how people access information, it makes you vulnerable. Predation is also a concern. Students feel like they can protect themselves for the most part with privacy settings, but they admit that some students use the Internet for sexual purposes, such as porn or cybersex, which can only lead to negative consequences. 

What advice can you give parents and students so online activity doesn’t become addictive? 

It’s a matter of understanding what you are going online for and what you want to get out of it. Students need to understand the personal and social risks of using applications like Facebook, and in understanding the risks, they need to be careful about their behavior. Self-control is a huge part of it, so make sure students set restrictions on use if it might become a problem. Online addictions can get out of control rapidly. Parents should establish a conversation with their child about what really goes on. They should give them clear advice with clear consequences, and trust that they will be responsible as long as they know the facts. 

What advice do you have for keeping kids safe and responsible online?

A lot of kids have their own computers and need them for school. They can figure out how to get around Internet blocks. Just offer the best advice possible. Tell them that everything online is recorded, even though things get deleted. Tell them to ask themselves if there is anything online that they wouldn’t want someone to see. Nothing good will come out of risqué pictures, or inappropriate language. 

What advice do you have specifically for parents of students in grades 6-8?

When kids are younger, you can regulate the amount of time they spend on their computer, but not necessarily be able to block anything. Tell them not to chat or make friends with people online that they don’t know. Also, innocent pictures can be made into not-so-innocent stories. Be sure that your student knows how things can spread and get blown out of proportion. 

When do you think it is OK for students to have a Facebook page?

Most peer leaders believe that high school is an appropriate age to get Facebook. Students are not as naïve and can handle the pressures of online activity better than someone in middle school. Even though some freshman may not be mature enough for it, it is OK for them because it’s now a part of high school life. Student-run groups and even sports teams have Facebook pages to communicate information on meetings and activities. 

What about monitoring cell phone and texting usage?

Texting can also be considered an addiction. Unlimited texting allows students to message each other whenever and wherever without financial consequences. Parents should make it clear to their child about the consequences of going over texting and cellphone plans, and what will happen if they find inappropriate messages. Sexting seems to be a bit of a trend now; it’s considered a form of flirting and can often be damaging. Tell your child not to message other kids with anything that they wouldn’t want others to see.  

Anything else that would be important for parents to know about student online activity?

Recommend that your student not use honesty box on Facebook. This is where kids can write anything anonymously. A lot of people’s feelings have been hurt from this. And, of course Craigslist may be a problem. Don’t use Craigslist to purchase used things without an adult. 



	

FACEBOOK GUIDELINES AND CAUTIONS

	Though Facebook is not recommended for those under age 13, middle school students are flocking to the site for self-expression and communication. If you feel your child is mature enough to join Facebook or other social networking sites, monitor his/her activity carefully. Consider setting time limits, perhaps creating a contract with your child about appropriate usage.

The Federal Trade Commision suggests these tips for socializing safely online:

    * Consider restricting access to your page to a select group of people, for example, your friends from school, your club, your team, your community groups, or your family.

    * Be cautious about posting information that could be used to identify you or locate you offline. In addition to full name, address, and phone number, this could include the name of your school, sports team, clubs, and where you work or hang out. 

    * Make sure your screen name doesn’t say too much about you. Don’t use your name, your age, or your hometown. Even if you think your screen name makes you anonymous, it doesn’t take a genius to combine clues to figure out who you are and where you can be found.

    * Post only information that you are comfortable with others seeing — and knowing — about you. Many people can see your page, including your parents, your teachers, the police, the college you might want to apply to next year, or the job you might want to apply for in five years.

    * Remember that once you post information online, you can’t take it back. Even if you delete the information from a site, older versions exist on other people’s computers.

    * Consider not posting your photo. It can be altered and broadcast in ways you may not be happy about. If you do post one, ask yourself whether it’s one your mom would display in the living room.

    * Flirting with strangers online could have serious consequences. Because some people lie about who they really are, you never really know who you’re dealing with. Be wary if a new online friend wants to meet you in person. If you feel threatened by someone or uncomfortable because of something online, tell an adult you trust and report it to the police and the social networking site. You could end up preventing someone else from becoming a victim.



	“SARAH’S” STORY: ONE STUDENT’S CAUTIONARY TALE

	Chatting, posting pictures, making comments on friends’ pages…With Facebook and other social networking sites, the world is at your fingertips, and it’s exciting and fun. But for some students, Facebook can turn into an undeserving, social disaster. This is the story of “Sarah"

Sarah admits to joining Facebook for all the “normal reasons.” Why would any teen girl not want to join? She did OK in school, participated in clubs, and had a lot of friends -- your typical high school freshman.  All of a sudden there was a turning point.

Halfway through Sarah’s first year at BHS, peer leaders informed her about the rumors spreading on Facebook. Talk had already begun in school; personal details of her life had exploded among students. It felt like everyone was talking about her, and now it was all over Facebook.

Some sophomore girls had created fake profiles featuring Sarah’s picture. The content was cruel, and comments were made all over Sarah’s pictures. It was as if she was being punished, but she felt like her life was no different than many other freshmen. Why was she the one being bullied? It seemed like bullies liked to target only a few people throughout their high school career.

This issue was brought to the attention of an adult at BHS. The pictures and fake profiles were taken down immediately. Unfortunately, because an adult intervened the girls hated Sarah even more. Sarah continued to feel threatened, and her reputation remained slandered throughout the rest of her years at BHS. “Once something bad happens” she says, “it stays with you.” She is thankful however, of the adult that helped her. She would advise anyone having problems with Facebook or bullying to tell an adult in the school that they trust. She also recommends not putting up photos of yourself engaging in risky behaviors. “It’s not cool to take a picture of yourself trying to act older.”

Interestingly enough,  Sarah still has Facebook. Although her experience was negative, she blames the specific girls more than Facebook. She believes that she has nothing to hide; she even communicates with her family on Facebook! Though she believes some things should be separate from your parents, Facebook is for everyone close in your life to share. 

What’s the moral of this story? Sarah thinks that Facebook is a good thing, but it’s the people who use it that can make it a nightmare. Everything, good or bad, can be used against you when it goes online. As long as you keep that in mind, and stay aware of the risks, hopefully the purpose of sharing your life with friends and family will stay as intended.



	THE DANGERS OF CYBER BULLYING

	By Clifton Jones, Brookline High School Guidance Counselor

In middle and high schools across the country, adolescents and teens are relying more and more on technology for their communication -- text messaging, AIM, e-mail. One of the most seductive online activities is social networking through sites like Facebook and MySpace. While there are many benefits of using social networking sites, some unsettling trends are starting to develop as well.  One major concern is “cyber bullying.”  Currently cyber bullying is most common in middle school and early high school.  Rather than bullying in the playground or the classroom, many adolescents are using online tools to inflict harm on other students.  Whether they use blogs, wall posts or pictures, much of the bullying is done from behind a computer screen.  Unlike years past, bullying does not have to happen in person, and via the internet, hurtful material can be spread to an alarmingly wide audience.  

One of the more typical methods is posting a message on someone else’s social networking page or create a group that is dedicated to cause distress to another individual.  It is often easier for someone to hide behind a computer screen and type a myriad of hurtful, disrespectful or inappropriate messages without the fear of direct retaliation.  On some of the networking sites, users have the ability to post a comment about another person without revealing their identity.  One means of doing this is to use an “honesty box” which allows the poster to submit material anonymously. Vicious gossip can then be picked up and spread by anyone who reads the post, and bullying can become viral very quickly.

It is evident that social networking websites are here to stay and we must now educate younger generations about the dangers of the technology.  Similar to monitoring the TV programming that is suitable for younger students, parents should also monitor the websites and the information that their children are posting on line.  Over the past several years, guidance counselors at high schools such as Brookline High have educated 11th and 12th grade students about the dangers of posting sensitive information on the web because perspective employers and colleges have reviewed students online accounts for inappropriate information.  Today, we must continue to expand the scope of issues that teens and adolescents will encounter with internet based technology.  As technology becomes more advanced, we must become more savvy in our approach to these issues.



	TALK ABOUT SAFETY – GUIDELINES TO SHARE WITH YOUR KIDS

	Middle schoolers often view the internet as a captivating new playground with boundless opportunities for communication, fun and mischief. However, they tend to be overconfident and naïve about online dangers, seldom stopping to think about the possible ramifications of their online activity. According to Brookline Police Officer Prentice Pilot, who teaches internet safety in the middle schools, Brookline 7th graders this year participated in a three-part unit on online bullying and a four-part unit called “Missing” in which the class was walked through seemingly innocent interactions between a teenage boy from Canada and his online “friend.” During the course of their conversations, this “friend” coerced the boy to run away from his home and move to the US. Eventually the relationship turned sour and the police intervened just as the boy was being kidnapped and taken into Mexico.

Teens, and adults as well, should also be very careful with sites such as Craig’s List, being wary of giving  out too much information and extremely cautious when meeting people to buy and sell directly. Kids tend to be very trusting and susceptible, so parents should be involved in transactions as much as possible to avoid predatory scams and swindles.

Officer Pilot believes parents should also have an active role in helping children navigate the tricky terrain of the internet.  He has several basic recommendations to help keep younger internet users safe:

* Make a contract between you and your child about what is OK to do online and what is inappropriate/potentially harmful, including risqué photos and hurtful comments. Set time limits for online use.

* Address the issue of online bullying. Your child’s in-person behavior may not necessarily transfer to their online interactions. Make sure they understand the damage that hurtful comments can inflict on others. If someone is cyber bullying your child, have them stop interacting with the individual -- don’t talk to them at all. Seek help from a guidance counselor if the problem continues.

* Monitor your child’s internet habits. Ask him/her to show you what sites they visit. You can check this on your own by reviewing the “history” in your browser,  the most recent “cookies” and “bookmarks/favorites.” 

* Instill online caution in general. If  a website asks you a question, don’t automatically answer it. Ask yourself, “Why am I being asked this? What do they really want?” 



	RESOURCES ON KIDS & TECHNOLOGY

	There are numerous resources for more information on internet statistics, information and safety for teens. Here are a few:

www.netsmartz.org                                                     www.WiredSafety.org 

www.TheAntiDrug.com                                              www.ftc.gov
www.safeteens.com                                                     www.WiredTeens.org 

www.bpscybersafety.org 



	STAY INVOLVED

	As parents, we are still our children’s greatest influence, especially as they move through major life shifts. It’s important to stay engaged, even when our kids push us away as they strike out for more independence. Get involved with your school’s PTO. Become a room parent. Participate in a Brookline Parent Education Network or start your own parent group. The B-CASA website shows you how and offers a wealth of valuable information, including parenting advice on a wide range of issues and tip sheets. The website also offers opportunities to get involved in the community to help our kids stay safe as well as lists of local and national resources/websites. Check it out!

* * *   www.BCASA.org   * * *

You can also sign up for B-CASA’s Parent Network Newsletter at Brookline High School’s PTO website (http://www.bhs-pto.org/email.htm).


	LOCAL SUPPORT SERVICES

	Looking for advice on how to handle your concerns about your child’s cyberspace habits? Your school’s guidance counselors are usually a good place to start. Brookline High School also has many resources available to support parents of middle school children, including BSAPP Social Workers Mary Minott and Hope Schroy, who runs the 8th grade SADD (Students Against Destructive Decisions) program. All are available to provide insightful, confidential information and guidance.

   Mary Minott, 713-5155, Mary_Minott@town.brookline.ma.us   
   Hope Schroy, 713-5149,  Hope_Schroy@Brookline.k12.ma.us 



	OTHER RESOURCES
USEFUL WEBSITES
The MA Dept. of Public Health's free "7 Ways to Protect Your Teen from Alcohol and Other Drugs" is an excellent little booklet to have on hand — call 1-800-952-6637.


The Partnership for a Drug Free America’s  A Parent’s Guide to the Teen Brain is a fun and very informative link
www.drugfree.org/teenbrain/index.html

Students Against Destructive Decisions is another valuable resource for youth-related information, www.saddonline.com. 

Parents, TheAntiDrug  offers an  informative and accessible website for a variety of factual info and parental advice, www.theantidrug.com
www.brooklinecenter.org 
www.health.org 
www.jointogether.org
www.teens.drugabuse.gov
www.ParentlinkRI.org
www.abouthealth.com
www.wordscanwork.com
www.myspace.com/teensleadingtheway
www.teenhealthfx.com/index.php 

Referral programs:
ASAP (Children's Hospital's Adolescent Substance Abuse Program) 617-355-2727

CeASAR (Center for Adolescent Substance Abuse Research), 617-355-5433 or http://www.ceasar-boston.org/
This newsletter is available in full on the B-CASA  website:   www.BCASA.org
or sign up on the PTO webpage. http://www.bhs-pto.org/email.htm
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